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BUILDING ON THE BASICS

Exercising
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Helen Molyneux walks through the primary steps in
planning and conducting an incident management desk-
top exercise to ensure you get the most out of it

a successful business continuity and
incident management programme,
Both BS25999 and IS0 22307 raguire
& compehensive exercising programme
that validates the business continuity
systern inits entirety,

In this article, | will prowvide a personal
perspective an exercising and the steps to
take to help ensure a successful exercise.
I will not go into detail regarding the
different types of exercise and the pros/
cons of each, but rather focus on the

I practical considerations involved in
running an incident management desk-
o exencise,

‘ E xercising is a undamuental element of

Before the exercise

Aims arnd objectives: Before designing the

exencise, the aims and ohjectives need

o hee fully understood, When dealing

with a relatively new or inexperienced

crisis managemenlt team, these objeciives

are normally relatively straightfonward,

including familiarisation with plans,

practicing roles, and helping to idoentify

gaps and errors in plans, Where there is

a greater degree of crisls management

ratizrity more challenging objectives are

required. Equally, where certification is the

goal exercize ohjectes must consider BC
arrangements in their entirely. Exercises

A can also be used o develop the business

continuity capability.

Exercise formal: The objectives will dictate
the: ferrmat of the exencise to be adopted,
The foemat will also be influenced by the

maturty of the incident management team.
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A refatively mew team will benefit from

a genifer pace and probably a desk-tap
exercise with a number of fairly generic
injects. A more experienced team will be
better served by a moee realistic exercise,
based on & realtime scenario and driven
by remate injects. This requires a detailed
understanding of the likely approach of
the team 1o ensure the scenano develops
effectively, and also needs a competent
team feeding injects who are able to adapt

when things g a little off-script,

“This reguires a devagled
inderstanding of the likely spptoach
of the tearn to ensure the stenario
develops effectively, and also needs
3 comperent team feoding inj@gis

who are gblety adapt when things

ey a4 little off=script’
Choosing hon to run an exercise must
b decided carly in the process. You must
establish whether vou will focus ona
singhe tearn, or imvobve multiple teams
working together as would be required in
an incident, Having more than one team
mary produce different solutions which can
produce quite  lively debate. Some of the
beet exercises | have run have invobeed siber
teams from mawe than one site. You will
also need o consider whether you wish to
include deputies or have ohservers involved.

Scemario development: Scenario realism
is & difficult goal to achieve, and there will
abways be at least one delegate who will find
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fault with the scenario and how it unfolds.

I have clear recollections of a previous
exerise that | preceded with a presentation
from a representative of TORRCO, the
Tomado and Storm Research Organization,
and photographs of a sister site not more
thar 12 miles away that had previously been
hit bey quete a severe tomado. Cespite this,
ane delegste complained of an “enmealistic
scenario’. It is worth noting that they were
hit by freak stoem winds a couple of waeks
later, and did have to chose early and
evacuate the site.

The develppment of a realistic scenario is
further complicated by the desire 1 involve
afl the participants in the exercise, A
prely M-hased scenario may have a large
irpact on the business But little on HE and
facilities, whereas a denial of access may
have lithe frnpact on the [T staff.

Often there is a call i include a death or

series. of deaths to heighten the impact of the
stenario. However, witilst this adds pressure
for the exercising group, it could lead to
a failure & docus on the main objectives
and can fake incident controd away from

the exercising team. This |s therefore a 3

scenario component that | ry to avoid,
particularly when working with a relatively
inexperienced incident management team,

It is often thaught teams want a high- '

impact event, However, sxperience hias
shoown me it is better to start with the
basics ard build up from a firm base. 1
was criticised once for running a flood-
redaber exencise because participants did
not think it was challenging enough, Their
last exercise had involved a pile-up on
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the local dual carringe-way, an aeroplane ’
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crash and a fugl leak all within the same
smiall area within one hour of esch other.
However, what they subsequently realised
at the end of my simple flooding exercise
was that they had failed to safely evacuate
twio nurseries, a primary school and a
residential home, despite plenty of warning
of the impending flood waters.

When developing the scenario, a good
business impact analysts is invaluable, This
will identify the critical activities which can
be targeted. The exercise will also provide a
ehiance to confirm that the BIA i accurate
and realistic, In my work with BMHS Acote
Trusts, invariably, during the BIA process, staff
stated that AKE i2 a critical function and of the
highest priority. However, on plan imvocation,
it was usually one of the fiest areas 1o be
closed to the public and the critical activities
weere in fact more about the care of patients
that were already being treated.

scheduling: Scheduling an exercise

is always difficult and mst take into
consideration factors such as year ends,
peak work periods and holidays. Even
something as simple as what time or which
day 1o hold the exercise on can be difficult,

It is essential to give plenty of natice 1o
those involved. 1t is however inevitable that
staff will cancel or be unable to attend, and
this shoulbd be accounted for in the planning.
Eqqually, and particularby for professional

isations where the operational stafi
are charged hourly, it is often difficult to
persuade relevant personnel o attend 1o
represent the business requirements.

“ou should also be conscious of the
senipdity of the staff attending the exercise.
If poscible, keep the event relatively
short — | normally aim 1o conclude the
exencise within bwo and a halil bouss. This
will hopefully encourage attendance and
riinvirmise the numbers that will leave earby

Exercise day

On the day of the event, get there early to
conduct the inal checks on the room set-
up, the table formation and the necessary
facilities, | usuaily open the axercise

weilly & briel raining session on Crisis
management to heip introduce delegates
to some of the tools that they may hae

o use during the session and to help
establish @ common mind-set amonest the
participants, This is also wseful for tackling
the problem of late arrivals as it hopefully
means by the time you stast the actual
exercise everyone has arrived!

B aware that at the start of the exercise
you may have to encourmge delogates to
actually look in the plans — surmprisingly
they can often be unwilling to do this. Mot
only will this help familiarise participants
with the content and layout, but will also
help canfirm whether the sleps laid out are
actually fit for purposa.

tlanaging the flow of information
during the exercise is critical o achieving
uhiﬂ.',tl'\.-t.‘i- and maintaining momenturm.
During an incident, information will be
fimited and this should be the case during
the exercise, | slways briel participants that
the: information available at the time is only
that on the: slide | show them. However,
this does not stop questions regarding the
situation and assumptions being made.

Duﬁng'rhe exercise, flexibility ks key,
Decisions made may not have previously
been considered and could aher the flow of
the exercise, In one exercise | was involved
in, given the scenario used, | had expected
a fairly immediate invocation of the incident
management team, and had framed the
exercise around that assumption. However,
it took over an hour and a half for the plan
to be invoked, and a further hour for the
teamn 1o hiold fheir first meeting,

After the exercise

Before participants leave the room, you
must conduct a hot debrief. Ask them for
their initial feedback on the event and
encourage them to highlight what they liled
and also disliked about the session.

A comgprehensive post-exercise repor
should always be compiled. As well as
defailing whether the aims and objectives
were met, Hsting pantlcipants, summarlsing
the exercise and highlighting key fiedings,
it should also list all the preventive and
corrective actions that have been identified.
Each of these should be allocated an ‘owner’
and given a completion date, All actions
should be maonitored throwgh to completion,

| have used the development and delivery
of a simple incident management desk-

o exercise (o demonsiraie some of the
praciical considerations for the development
and delhery of an effective exercise, OF
course, thers are mumesous other formes

of exercise which can be used 1o assess
not only the capabilities of your response
team but also the viability of vour response
p|.a1'u. It shoulel be vour goal to ensure that
all staff participate in at Jeast one foem of
exercise each year, whether that imalves
participating in a call tree rehearsal or
working from alternate prermiscs.

Exercising can be great fun and provides
an effective way o canfrm the acouracy
and wsefulness of your plans. However, it
requires careful planning, effective control
and commitment from all partics to ensune
that yair gain the maximum benefit from
YOLIF enceavors,
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